53 5 4 0 W 515 B2 i Vol.3 No.4
2017 44 H Chinese Journal of Network and Information Security April 2017

EFRIRF R Android Z Pig S MIANERE

I T4 1,2,3 55 K AR 12,3 T4k 2,34 )51%7[4 12,3
(L. SEMRZETH MR SR BE, S2M 5EBH 5500255
2. BIMIRZEBIMNAE AFERBIR FE TS, SEM BEPH 550025;
3. BN RZES L SRR 2 A FST T, S SRPH 550025,
4 MREFRCEE S G024 BE, 5o BEBH 550025)

#  E: FIH Android Bah &l fr A FIARRIHE R, K% Android R —AIEH =7, AR AT
ERIEIE, 46525 Hash BRELLACT O, R I8 ST M H 2P o I 1) B DGIE A S8 2B AT
o WX AR SR B R M RN B S BRI TR, R A SR B A SRR SR U I R R R S A
M R B E R O A — BB A5 R BRI RS, sel— MG UaE i €. b, S5
RN AR IAT T /00T, SRR, B % B A BRI 2 4 PR i R R

FKBEIE: ARIRFF: Android % /s AIEREAY:  BHUIEAE B AR MU

RESZES: TP393

EkFRIRAD: A

doi: 10.11959/j.issn.2096-109x.2017.00140

Identity authentication scheme of Android
client based on identifiers

WANG Ya-wei'*’, PENG Chang-genl’2’3, DING Hong-fa2’3’4, ZHOU Kai"*’?

(1. College of Computer Science & Technology, Guizhou University, Guiyang 550025, China;
2. Guizhou Provincial Key Laboratory of Public Big Data, Guizhou University, Guiyang 550025, China;
3. Institute of Cryptography & Data Security, Guizhou University, Guiyang 550025, China;
4. College of Mathematics and Statistics, Guizhou University, Guiyang 550025, China)

Abstract: The Android mobile terminal’s own identifier information was used, which was credibly ensured by the
Android system, then combining the Hash function and operation such as xor or connection, an algorithm of authen-
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public String getldentifyInfo() {

TelephonyManager mTelephonyMgr
= (TelephonyManager)
this.getSystemService(Context. TELEPHONY _
SERVICE);
imsi =

String mTelephonyMgr.
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getSubscriberld();

String imei = mTelephonyMgr.get-
Deviceld();

String version = android.os.Build.
VERSION.SDK;

String model = android.os.Build.
MODEL;

int r1 = Integer.parselnt(imsi);

int r2 = Integer.parselnt(imei);

String time = System. currentTi-
meMillis() +"";

int result = rl ~ (Integer.parselnt
(version + model + time));

return bytesToHexString((result+ "").
getBytes()) + 12;

}
public static String bytesToHexString

(byte[] sre) {

StringBuilder stringBuilder = new
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if (src == null || src.length<<0)

{
return null;
}
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int v = src[i] & 0xFF;
String hv = Integer. toHex-
String(v);

if (hv.length() <2) {
stringBuilder.append(0);

}
stringBuilder.append(hv);
}
return stringBuilder.toString();

}
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